NMHOOPMALIMOHHAA NAMATKA
AnsA oObYYAKOLLKUXCA ONA PASMELLEHNA
HA OOULUNAIbHBIX MHTEPHET-PECYPCAX

C kaxablM rofoM MOJIOOEXMN B MHTEPHETE CTaHOBUTbLCS GOrblUe, a LUKOJbHUKM OOHU U3 CaMbIX
aKTMBHbIX Monb3oBaTenen PyHeTa. Mexagy TemM, MNOMMMO OFPOMHOIO KOfM4YecTBa BO3MOXHOCTEN,
WMHTEPHET HeceT 1 nNpobnembl. ATa NnamsaTka goMmkHa NomMoyb Tebe 6Ge3onacHo HaxXoAUTLCA B CETH.

KoMnbloTepHble BUPYCbI

KomMMblOTEpPHbIA  BUPYC - 3TO Pa3HOBUAHOCTb KOMMBLIOTEPHbLIX MPOrpaMM, OTAMYUTENLHOM
OCOBEHHOCTbIO KOTOPOM ABMNSIETCA CNOCOBHOCTL K pa3sMHOXEHW0. B gononHeHne K aTomy, BUPYCbl MOTYT
noBpeauTb UMK MOMHOCTbIO YHUUTOXWUTb BCe painbl U AaHHble, MOAKOHTPOSbHLIE NOMNb3oBaTento, oT
UMEHM KOoTOoporo Gbina 3anylieHa 3apakeHHas nporpamMma, a Takke NMoBpeauTb UMK AaXe YHUUTOXWTb
onepauuoHHYl cucTeMy co Bcemu dhamnamm B LenoM. B GonblUMHCTBE CriydaeB pacrnpoCTpaHsitoTCs
BUPYChbI Yepes NHTEPHET.

MeToabl 3aWnTbl OT BPEAOHOCHbLIX Mporpamm:

1. icnonb3yit coBpeMeHHble onepaLMOHHbIe CUCTEMbI, UMEIOLLNE CePbe3HbI YPOBEHb 3aLLMTbI OT
BPEAOHOCHbIX Nporpamm;

2. TlocTtosiHHO YycCTaHaBnMBanW navytTM (UMdpoBble 3annaTki, KOTOpble aBTOMaTU4YeCcKu
yCTaHaBNuBalTCA C Uenbio opaboTkM nporpamMmbl) M apyrve OBHOBIEHMS CBOen OnepalyoHHON
cuctembl. CkaumBam MX TOMbKO C odumumanbHoro canta paspabotdmka OC. Ecnum cylwecTByeT pexum
aBTOMaTU4eCcKoro o6HOBNEHWS, BKIIOYU €rO0;

3. PaboTtaln Ha cBOeM KOMMNbIOTEPE NOA NpaBamu MNosfb3oBaTens, a He agMUHUCTpaTopa. ATO He
Nno3BONMUT OONbLUMHCTBY BPEAOHOCHbIX MPOrpaMM MWHCTanMpoBaTbCs Ha TBOEM MEPCOHANIbHOM
KOMMblOTEPE;

4. Vcnonb3y aHTMBUPYCHble MporpaMMHble MPOAYKTbl U3BECTHbIX NpousBoauTenewn, ¢
aBTOMaTU4ecKnM obHoBneHnem 6as;

5. OrpaHnyb hrsmyecknin 4OCTYN K KOMMbOTEPY A5 MOCTOPOHHUX MNLL;

6. Ncnonb3yn BHewHWe HocuTenu wuHdopmauuu, TakMe Kak dnewka, AUcK unu canmn u3
WHTEpPHETAa, TONbKO U3 NPOBEPEHHBLIX UCTOYHUKOB;

7. He oTKpbiBan koMMbloTepHble hannbl, NOflydeHHble M3 HeHaOeXHbIX MCTOYHMKOB. [daxe Te
annbl, KOTOpbIE NpUcNan TBON 3HAKOMbIN. Jlydlle YTOYHWN Y HEro, OTNPaBNSAs N OH Tebe uX.

Cetun WI-FI

Wi-Fi - 3aTO He BUAO nepegayn AaHHbIX, He TEXHOMNOrns, a Bcero nuwb 6peHa, mapka. Ewe B 1991
rogy HuaepnaHackaa komnaHus 3apermctpupoana 6peng "WECA", yto o6o3Hauyano cnosocoyeTaHue
"Wireless Fidelity", koTopblln nepeBoguTcs Kak "6ecnpoBogHast TOUHOCTL".

[o Hawero BpemeHu gowna gpyrasa abbpeBmnatypa, KoTopasi ABNAETCA Takol Xe TEXHOMNOTnen.
310 abbpesuatypa "Wi-Fi". Takoe HasBaHue ObINO AaHO C HAMEKOM Ha CTaHAapT BbICLUEN 3BYKOBOW
TexHukn Hi-Fi, 4to B nepeBoae o3HayvaeT "BbiCOKasi TOYHOCTL".

[a, OGecnnaTHblA WHTEPHET-OOCTYN B kKade, OTensxX W aspornopTax SBNAETCs OTIIMYHOM
BO3MOXXHOCTbIO BbIXOAa B MHTEPHET. Ho MHOrMe akcnepThbl cunTaroT, YTo obwwenocTynHele Wi-Fi ceTn He
aBnsaTca 6e3onacHbIMU.

CoBeTbl N0 6e3onacHocTK paboTbl B 06LWeAoCTynNHbIX ceTax Wi-fi:

1. He nepegasani cBoto nuyHyto nHdopmaumio Yyepes obuwenoctynHole Wi-Fi cetn. PaboTtas B Hux,
XenartenbHO He BBOOUTb MNaponivm OCTyna, NOrMHbl 1 Kakne-To HOMepa;

2. Vcnonmb3yn wn OOHOBNSIM aHTMBUPYCHble nporpammbl M 6paHgmayep. Tem cambiM  Tbl
obesonacub cebs OT 3akadku BUpyca Ha TBOE YCTPOUCTBO;

3. Mpwu ncnonbzosanmu Wi-Fi oTkntoum cyHkumio "O6wuin goctyn Kk dhannam n npuHtepam”. JaHHas
YHKUMA 3aKpbiTa MO YMOMYaAHMIO, OOHAKO HEKOTOPble MONb3OBaTENU aKTUBMPYIOT ee Ans yaobcTea
ncnonb3oBaHns B paboTte unu y4ebe;

4. He ucnone3yn nyonuunbii WI-FI ons nepegaym nNU4HbIX OaHHbIX, HAanpumep 4718 BbIXO4a B
coumanbHbIe CETU UMW B 3NEKTPOHHYIO MOYTY;

5. Vicnonb3yn Tonbko 3alymuieHHoe coeanHeHune vyepes HTTPS, a He HTTP, T.e. npun Habope Beb-
agpeca BBogM MMeHHo "https://";

6. B mobunbHom TenedpoHe oTkmnoun dyHkumio "ToaknoveHne k Wi-Fi aBTomatmnyeckn". He
[onyckan aBToMaTU4eCcKoro NoaknioveHms ycTporncTea k cetssm Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

CoumanbHble CeTU aKkTUBHO BXOAAT B Hawy >XW3Hb, MHOrme nwgn p360TalOT n XunByt Tam



NnocTosiHHO, a B Facebook yxe 3apeructpupoBaH Munnuapg 4esioBek, UYTO ABNSieTCs OOHOW cefbMOW
BCeX XuTenen nnaHetbl. MHOrMe nornb3oBaTenu He MOHMMAIOT, YTO MHAOPMAaLMS, pasMeLLeHHas UMn B
coumanbHbIX CETAX, MOXET ObITb HadeHa U NCMOMb30BaHa KEM YrogHO, B TOM Yucne He obA3aTenbHo ¢
brnarummn HamepeHuaMuU.

OcHoBHbIe coBeThbI N0 6€30MacHOCTU B coLMarbHbIX CETAX:

1. OrpaHunyb cnucok apy3en. Y 1ebs B Apy3bsix HE JOJMKHO ObITb CrlydariHbIX U HE3HAKOMbIX MOAEN;

2. 3awmianm CBOK 4acTHYKO XU3Hb. He ykasbiBa naponu, TtenedoHbl, agpeca, Aaty TBOero
POXOEHUSA N APYrY0 NMYHYI0O MHEpOPMaLMO. 3MOYMbILLEHHMKN MOTYT NCMNOMNb30BaTh Aaxe UHgopmaumo
0 TOM, KaK Tbl 1 TBOW poaUTENM NNaHNpyeTe NPOBECTU KaHUKYMbI;

3. 3awumuian cBoro penyTauuio - 4epXu ee B YACTOTe M 3agaBan cebe Bonpoc: xoten 6bl Tbl, YTOObI
Opyrve nonb3oBaTtenu BUAenu, YTO Thl 3arpyxaewb? [logyman, npexae yem 4TO-TO onybnukoBaThb,
HanucaTtb U 3arpysnThb;

4. Ecnn Tbl roBopullb C MOAbMU, KOTOPbLIX HE 3Haellb, He UCMONb3yW CBOE peanbHoe UMSA U
OPYTYI0 NINYHYI0 MHpOPMaLMK: UMsI, MECTO XWUTENbCTBA, MecTo y4ebbl n npoyee;

5. N3beran pasmelleHusi cotorpacdmii B VHTepHeTe, roe Tbl M300paeH Ha MECTHOCTW, MO
KOTOPOMN MOXHO ONpeaenuTb TBOE MECTOMNOMNOXEHNE;

6. lpu peructpaumm B coumanbHOW CeTU HeobXOOUMO WCMONb30BaTb CIIOXHbIE Maponw,
cocTosime 13 6yks 1 undp 1 € KONMYECTBOM 3HAKOB He MeHee 8;

7. Ans coumanbHOW ceTw, NoYTbl U APYrMX CamToB HeOBGXO4MMO MCMONb30BaTb pasHble Naponu.
Torpa ecnu Te65 B3nNomaroT, TO 3M0YMbILLUNIEHHMKM NOMyYaT AOCTYN TOMbKO K OAHOMY MECTY, a He BO BCce
cpaasy.

SHEKTpOHHbIe AeHbrn

OneKTPOHHbIE OEHbM - 3TO OYeHb YOOOHbIN cnocob nnaTexemn, 0OOHAKO CYLLECTBYHOT MOLUEHHMUKN,
KOTOpble XOTAT NOMY4YnTb 3TN OEHBLIN.

OnNeKTPOHHbIE AEHbIN NOSABUIUCH COBCEM HEAABHO M MMEHHO M3-3a 3TOr0 BO MHOMUX rocygapcrBax
[0 CUX MOp He NPOMUCaHO NMPO HMX B 3aKOHaXx.

B Poccuun e OHU (DYHKLMOHMPYIOT M O HUX YXe MPOMMCaHO B 3aKOHe, rae UxX pasgensitoT Ha
HECKOJTbKO BUOOB - aHOHMMHbIE U HE aHOHUMHbIE. PasHuua B TOM, YTO @aHOHWMHbIE - 3TO Te, B KOTOPbIX
paspeliaeTcd npoBoauTb onepauuMuM 6e3  uaeHTUdUKaUuM nonb3oBaTensd, a B HeaHOHUMHbIX
naeHTudmrKaums nonb3oBatens AsnseTcst 06a3aTensHON.

Tarke cnegyeT pa3nuyatb 3NEKTPOHHbIE hraTHble AeHbrn (paBHbl rOCY4apCTBEHHBIM BarntoTam) u
3MNEKTPOHHbIE HebmaTHbIE AeHbIM (HE paBHbI TOCYAapCTBEHHbIM BantoTam).

OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ 3MEKTPOHHbIMU AeHbramu:

1. MNpuBsxM K cHeTY MOBUNBLHBLIN TenedoH. ITO cambli yAOOHbIV 1 BbICTPbIN CNOCO6 BOCCTAHOBUTL
poctyn Kk cuety. [MpuBsaAsaHHbIN TenedoH nomoxeT, ecnu 3abyaellb CBOW MNNaTeXxHbld Naporb unu
3angellb Ha calT ¢ HE3HAKOMOrO YCTPOWCTBA;

2. Vicnonb3yi ogHopasoBble naponu. [locne nepexona Ha yCUNeHHyo aBTopu3auuio Tebe yxe He
OygeT yrpoxaTb ONacHOCTb KpaXu Unu nepexasaTa nnaTexHoro napons;

3. Bbibepu cnoxHbli naponb. [lpecTtynHukam 6ygoeT He npoCTO yragaTb CrOXHbIA Naponb.
HagexHble naponu - 3T0 naponu, KoTopble cogepXaT He MeHee 8 3HaKOB M BKIHOYAKT B cebs CTpoyHbIe
W nponucHble OykBbl, UUMPbI U HECKONbKO CUMBOJSIOB, TakMe Kak 3Hak gonnapa, QyHTa,
BOCKNMUATeNbHbIN 3HaK 1 T.n. Hanpumep, $tROng!;;

4. He BBOAM CBOM NUYHbIE AaHHbIE HA canTax, KOTOPbIM HE JOBepsieLlb.

aﬂeKTpOH HadA no4Tta

OneKTpoHHasA noyta - 3TO TEXHOMOrMs W npefocTaBrsieMble €K YCNyru Mo nepechbinike U
MOMNy4YeHN0 3NEKTPOHHbIX COOOLLEHU, KOTOpble pacnpefensitoTcs B KOMMbHTepHOW ceTu. OBblYHO
3MNEKTPOHHbIA MOYTOBBLIN ALWMK BbIMAAWMT crneaylwmm obpasom: ums_Mnonb3oBaTtens@umsa_aoMeHa.
Takke kpome nepegaym NPOCTOro TEKCTa, UMEETCsl BO3MOXHOCTb nepeaasath haninebl.

OcHoBHble coBeTbl Mo 6e3onacHon paboTe C 31EKTPOHHOM NOYTOMN:

1. Hapo BbiGpaTb nNpaBWibHbLIA MOYTOBLIN cepBUC. B MHTepHeTe ecTb OrpoMHbI  BblGOp
BecnnaTtHbIX MOYTOBLIX CEPBMUCOB, OAHAKO fyylle AOBEPATb TEM, KOTO 3HAELUb U KTO NEPBLIN B PENTUHTE;

2. He ykasbiBal B NUYHOW MoOYTe §UYHYO WHGopMauuo. Hanpumep, nydwe Bbibpatb
"My3blkanbHbIN_haHat@" nnm "pok2013" BmecTto "Temal13";

3. Wcnonb3yn OByxaTanHyt aBTopm3auuio. OTO Korga MOMMMO Mapons HYXXHO BBOAUTbL Kof,
npuvcbinaemelin no SMS;

4. Bblbepu CnoxHbeli naponb. [0ns Kaxaoro novtoBOro silMKa OOIDKEH ObiTb CBOWM HaOEeXHbIN,
YCTOMYMBLIN K B3NIOMY Naporsib;

5. Ecnun eCTb BO3MOXHOCTb Hanucatb cCamoOMy CBOWM SfINYHbBIA BOMPOC, UCMNOMb3Y 3TY BO3MOXHOCTb;

6. Ncnonb3yn HECKONbKO MOMTOBbLIX AWMKOB. [NepBbln ANs YaCTHOW Mepenncku ¢ agpecaTtamu,



KOTOPbIM Tbl AOBepsiellb. JTO 3MEKTPOHHbI agpec He Hago ucnonb3oBaTb MNpU perncrTpauum Ha
dopymax n canTax;

7. He oTkpbIBan chanbl U gpyrue BrOXEHUS B NUCbMax, Aaxe eCriv OHW NPULLNKN OT TBOUX APYy3eNn.
Jlyywie yTo4HM y HUX, OTNPaBASN N oHX Tebe 3TK dhannbl;

8. MNocne okoH4YaHusA paboTbl Ha MOYTOBOM CEpBMCE Mepen 3aKpbiTUEM BKIAOKM C CaluTOM He
3abyab HaxaTb Ha "Bbintn".

Kn6epOynnuHr unu BupTyanbHoe n3geBaTeNnbCTBO

KubepbynnuHr - npecnegoBaHue coobLLeHMAMM, coaepXaluMMmm ockopbneHusi, arpeccuto,
3anyrmBaHue; XynuraHcTeo; coumanbHoe GONKOTMPOBaHME C MOMOLLLIO Pa3nYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl Mo 6opbbe ¢ knbepbynnuHrom:

1. He 6pocaiicsa B 601. Jlyywnin cnocob: nocoBeToBaTLCS kKak cebs BECTU U, ECNIU HET TOro, K KoMy
MOXHO 06paTuTbCs, TO BHadane ycrnokoutbcs. Ecnv Tbl HayHewb oOTBeYaTb OCKOPONEeHusAMU Ha
ockopOneHns, To TOMbKO eLle BosblLUe pa3oXxKellb KOHINKT;

2. YnpaBsnan cBoen knbeppenyTtaunen;

3. AHOHMMHOCTb B ceTu MHumas. CyllecTBYOT CNocOoObl BbISCHUTb, KTO CTOWUT 33 aHOHWUMHbIM
aKkayHToM;

4. He cTouT BecTuM XynuraHckui obpas BupTyanbHOW Xu3HW. WHTepHeT cukcupyeT Bce TBOM
OEeNCcTBUst U COXpaHseT ux. YoanuTb nx 6yaeT kpanHe 3aTpyaHUTENbHO;

5. Cobntogan cBot BUPTYarnbHYH YeCTb CMOSIOAY;

6. WrHopupym epuHnyHbIn HeratvB. OpHoOpasoBble OCKOpOWTENbHblE COOOLEHUs ny4lle
urHopmpoBaTtb. OObIYHO arpeccus nNpekpaLLaeTcs Ha HavyanbHOW CTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOOLLEHUAMMW, B COLUMArbHbIX CETSX
€CTb BO3MOXHOCTb GITOKMPOBKM OTNPaBKM COOBLLEHMI C onpeaeneHHbIX adpecoB;

8. Ecnn Tbl cBupgeTtenb kubepOynnuHra. TBOM OeWCTBUS: BLICTYNUTbL MPOTUB MpecriefoBaTens,
nokasaTb €My, YTO €ero AeWCTBUS OLEHMBAIOTCA HeratMBHO, noagepXaTb XepTBY, KOTOPOW HYXHa
ncuxonormyeckas MoMoLLb, COOOLLUTL B3POCTbIM O (dakTe arpecCMBHOIO NOBEAEHUS B CETU.

Mo6unbHbIN TenedoH

CoBpemeHHble cMapTdOHbI M NNaHWeTbl cogepxat B cebe BrnomHe B3pochbli (PyHKUMOHAnN, U
Tenepb OHW MOTYT KOHKYPUPOBaTb CO CTaUMOHapHbIMWU KOoMMbloTepamun. OgHako, CPeAcTB 3allvThl A5is
NogoGHbIX YCTPOMCTB MoKa O4eHb Mario. TecTupoBaHUe 1 MOUCK YSA3BMMOCTEN B HUX MPOUCXOOUT He Tak
MHTEHCUBHO, kak ans lMK, To e camoe kacaeTcs u MOBUMAbHBIX NPUIOXKEHWUN.

CoBpeMeHHble MOBUNbHLIE Bpay3epbl yke MpakTUYecKu OOrHanu HacTOmMbHble aHarnoru, OfHako
paclimpeHmne pyHKUnoHana BreveT 3a cobomn 60MbLLYI0 CIIOXKHOCTb M MEHbLLYIO 3aLUMLLEHHOCTD.

[daneko He BCe NpousBoaUTENU BbIMyCKalOT OOHOBNEHWS, 3aKpbliBalOLME KPUTUYECKUE YA3BMMOCTH
AN CBOUX YCTPOWCTB.

OcHoBHble coBeTbl s 6e3onacHOCTN MOBMNBHOro TenedoHa:

Huyero He dBnsieTcs no-HacTosiwemy OecnnatHbiM. byab ocTtopoxeH, Bedb korga Tebe
npegnaratoT 6ecnnaTHbIN KOHTEHT, B HEM MOTYT ObITb CKPbITbI Kakne-TO niaTHbIe YCnyry;

Oymaii, npexge 4yem otnpaBuTb SMS, doto mnu Bugeo. Tbl TOYHO 3Haelb, rae OoHM OyayT B
KOHEYHOM utore?

Heobxooumo 0OHOBMSATL ONEPaLMOHHY CUCTEMY TBOETO CMapTdOHa;

VMcnonb3yit aHTUBUPYCHbIE NpOorpaMmbl Anst MOBUIBbHBIX TENEOHOB;

He 3arpyxxav NpunoxeHus OT HEM3BECTHOIro MCTOMHMKA, BeOb OHU MOryT coAepxaTb BpegoHOCHOe
nporpaMmmHoe obecneyeHune;

[Mocne ToOro kak Tbl BbIMAEWb C canTa, rAe BBOAWMI NNYHYI0 MHAOPMAaLMIO, 3akauM B HacTPOWKK
Opaysepa u yganum cookies;

lMepuoanyeckm NpoBepsan, kakne NnatHble YCNyr akTMBUPOBaHbl HA TBOEM HOMEPE;

Hdasan cBon HOMep MobGWMNbHOro TenedoHa TOMbKO MOASAM, KOTOPbIX Tbl 3HaeWb W KOMY
JoBepsieLlb;

Bluetooth gormkeH ObITb BbIKNIOYEH, KOrAa Thl UM He Monb3yellbes. He 3abbiBav nHorga NpoBepsTh
aTo.

Online urpsbi

CoBpeMEHHbIE OHMalH-UIPbl - 3TO KpPaco4Hble, 3axBaTblBalOLWUe pasBrieyeHusi, obbeanHsowme
COTHU ThbICSAY YenoBeK Mo BceMy Mupy. Vrpokn nccrneayoT AaHHbIN UM Mup, o6LwatTcs Apyr ¢ ApYroMm,
BbINOMHSIOT 3a[aHusi, CPaXarTCsa C MOHCTPaMu W Mony4yalT onbIT. 3a yAOBONbCTBME OHWU NNATAT:
MOKyNarT ANUCK, onnaynBaT aboHEMEHT Uiu NpMobpeTaroT Kakne-To onuum.

Bce ot cpeactBa uayT Ha NopgAepaHue U pas3BUTME UIPbl, @ Takke Ha camy 6e30nacHOCTb:



COBEPLUEHCTBYIOTCH CUCTEMbI aBTOPWM3aLuMK, BbIMyCKalOTCS HOBble MaTyM (UMdpoBble 3annaTtku Ang
nporpamm), 3aKpbiBalOTCH YsI3BMMOCTN CEPBEPOB.

B nogobGHbIX urpax CTouMT onacatbCA He CTOMIbKO CBOMX COMEPHMKOB, CKOJTbKO KpPaXKuM TBOETO
naposns, Ha KOTOPOM OCHOBaHa cuctema aBTopusauum 60nbLINHCTBA Urp.

OcHoBHble coBeThbI N0 6€30MacHOCT! TBOEro UFPOBOIO akKayHTa:

1. Ecnn gpyron vrpok Beget cebsi nnoxo unu co3gaet Tebe HenpusiTHOCTW, 3abnoKMpyn ero B
CMUCKE UIPOKOB;

2. Toxanyncs agMuHUCTpaTopaM Wrpbl Ha MfOXoe MOBeAeHWe I3TOro Urpoka, XenaTtenbHo
NPUNOXNUTb Kakne-TO Aoka3aTeNnbCTBa B BUAE CKPUHOB;

3. He ykasbiBai nnyHyo nHhopmauuio B npodanne urphbl;

4. YBaxan gpyrmx y4acTHUKOB MO UIPE;

5. He yctaHaBnuBan HeoumumanbHble naTym U Moabl;

6. cnonb3yin CnoXxHble U pasHble Naposnu;

7. Oaxe BO Bpems Urpbl HE CTOUT OTKMOYaTb aHTMBUpYC. lNMoka Tbl Urpaellb, TBOW KOMMbOTEP
MOTyT 3apasuTb.

DULWKHT nn KpaXxa JINYHbIX AaHHbIX

OOGbIyHOM Kpaxew OeHer M OOKYMEHTOB CErodHsl YK€ HUKOro He yauBMLb, HO C pasBUTUEM
WHTEPHET-TEXHOMNOMMIA  3MTOYMBILUNEHHUKN MEPEMECTUNINCE B WHTEPHET, M MNpPOAOIKAT 3aHUMaTbCS
"nobumeiM" genom.

Tak nosiBMnacbk HoBas yrpos3a: MHTEPHET-MOLUEHHMYECTBA MM (OULLIMHT, TNaBHas LUeflb KOTOporo
COCTOMT B MOMyYeHUn KoHuAeHUManbHbIX AaHHbIX Monb3oBaTenen - JfiorMHOB WM naponen. Ha
aHrnuickom a3sbike phishing yntaetcs kak duwuHr (ot fishing - peibHas noens, password - naponb).

OcHoBHble coBeTbI N0 6opbbe ¢ PULINHIOM:

1. Cneamn 3a cBoum akkayHToM. Ecnn Tbl nogospeBaellb, YTO TBOS aHKkeTa Obina B3romaHa, To
Heobxo4MMOo 3abnokupoBaTth ee U COOBLLMTL agMUHUCTPaTopaM pecypca 06 3TOM Kak MOXHO CKOpeEEe;

2. Vcnonbayih 6e3onacHble Be6-CcanThbl, B TOM YMCHE, UHTEPHET-MarasuHoB 1 MOUCKOBbLIX CUCTEM;

3. Wcnonb3ynm cnoxHele u pasHble naponu. Takum obpas3om, ecnu Tebsa B3nomawT, TO
310YMbILLIIEHHMKN MONyYaT AOCTYN TOMLKO K OA4HOMY TBOEMY NPOdUIII0 B CETH, @ HE KO BCEM;

4. Ecrnim Teba B3momanu, TO HeobOXOAMMO MpedynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble
pobaBneHbl y Teba B Opy3bsiXx, O TOM, 4To Tebs B3rmomManu W, BO3MOXHO, OT TBOEro UmMeHu oyget
paccbinaTbCs Cnam U CCbINKM Ha (PULLIMHIOBBIE CanThl;

5. YcTtaHoBu HagexHbit naporb (PIN) Ha MoGUnbHbIN TenedoH;

6. OTKItouM coxpaHeHne napons B Opaysepe;

7. He oTkpbiBay hanbl U gpyrne BNoXeHWsi B NUCbMax, AaXe eCrnv OHU MPULLAK OT TBOUX ApY3eNn.
Jlydwe yTouHn y HUX, OTNpaBnsanu M oHu Tebe atu dannebl.

Lndposas penytauus

LUncppoBas penytaumsa - 9TO HeraTuBHasi WnNu no3uTMBHas WHdopmauua B cetu o Tebe.
KomnpomeTupyowasa wuHdopmauns, pasMelleHHass B WHTEpHETe, MOXET Cepbe3HbiM 0b6pa3om
OTpPa3nMTbCs Ha TBOEW peanbHOW Xu3HW. "Ludposas penytaums" - 370 TBOM UMWOXK, KOTOPbIA
dopmupyeTcsa 13 uHopmaumm o Tede B MHTEPHETE.

TBOEe MeCTO XWUTemnbCTBa, y4ebbl, TBOE (PMHAHCOBOE MOSIOXEHNE, OCODEHHOCTU XapakTepa u
pacckasbl 0 6IM3KMX - BCE 3TO HakannMBaeTcs B CETU.

MHorve NnoapoCTKM NErkoMbICIIEHHO OTHOCATCS K Nybnukauum nuyHon nHgopmMauun B NIHTepHeTe,
He MOHMMas BO3MOXHbIX MOCMEACTBUWA. Thl JaXe He CMOXelb OoragatbCa O TOM, 4To dhoTorpadums,
pasMelleHHas 5 neT Hasag, cTana NPUYnHOM oTkasa NpuHATbL Tebs Ha paboTy.

KommeHTapun, pasmelyeHne TBoux dpotorpadmi n gpyrne SEencTBUA MOTyT He MUCYE3HYTb Aaxe
nocrne TOro, Kak Tbl UX yAanuwb. Tbl He 3Haelb, KTO COXpaHun 3Ty MHdOopMaumio, nonana nm oHa B
MOMCKOBbIE CUCTEMbI M COXpaHunacb N OHa, a rnaBHoe: YTO nogymalrT o Tebe okpyxawwue nau,
KOTopble HanayT 1 yBUAAT 3T0. Hantm nHdopmaumo MHOro neT cnycTa CMOXeT nobon - kak n3 gobpbix
NoOyXaAeHUN, Tak 1 C HAMEPEHNEM MPUUMHUTE Bpen,. OTO MOXET ObITb KTO YrogHo.

OcHoBHble coBeTbI MO 3aLuTe LnpoBon penyTaLmm:

1. Noaymawn, npexge Yem 4TO-TO NyOnuMkoBaTb M Nepepaeatb y cebs B 6nore unu B coumanbHom
ceTu;

2. B HacTpomrkax npocuns ycTaHOBM OrpaHUYEHUs Ha MPOCMOTP TBOero npoduns u ero
COAepPXXMMOro, caenan ero Tonbko "aAnsa apysen";

3. He pasmewanm n He ykasbiBan MHGPOPMALMIO, KOTOpas MOXET KOro-nmbo ockopbnaTb umnm
obuxatb.

ABTOpCKOE npaBo



CoBpeMEHHbIE LLKOSNbHUKM - aKTVMBHbIE MOMb3oBaTeNM UMgpPoBOro npoctpaHcTea. OgHako Aaneko
He BCe 3HaloT, YTO MOMb30BaHNE MHOTVMU BO3MOXHOCTSIMU LiMcppoBOro Mupa TpebyeT cobnoaeHus npae
Ha VHTenneKkTyanbHyto COGCTBEHHOCTb.

TepMuH "MHTennekTyanbHasi COGCTBEHHOCTL" OTHOCUTCS K PasfiMyHbIM TBOPEHUSIM YEIIOBEYECKOTO
yMa, HauMHasi C HOBbIX M306pEeTeHMit 1 3HaKoB, 0603Ha4aLWMX COGCTBEHHOCTL Ha NPOAYKTbI U YCIyTU, 1
3aKkaH4YMBas KHUramu, potorpadpmsamm, KUHOMUIbMaMM U My3blKanbHbIMU NPOU3BEOEHUSIMU.

ABTOpCKME MpaBa - 9TO MpaBa Ha WHTENNeKTyanbHYl COBCTBEHHOCTb Ha MPOU3BEAEHUS HayKW,
nuTepatypbl U UCKyccTBa. ABTOpCKME MpaBa BbICTYNalT B KayecTBe rapaHTUM TOro, YTo
WHTENNEKTYyanbHbIA/TBOPYECKUA Tpya aBTopa He OyaeT HanpacHblM, [acT eMy CrnpaBefiuBble
BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBOEro Tpyaa, MonyYyuTb M3BECTHOCTb M Npu3HaHue. HukTo
Ge3 paspelleHUs aBTopa He MOXET BOCMPOM3BOAWTb €ro NnpousBedeHue, pacnpocTpaHaTb, MyGrUYHO
OEeMOHCTpUpoBaTb, NpodaBaTb, WMMOPTMPOBAaTb, MyckaTb B  MNpokaT, MyGrMYHO  WCTIONHATb,
NoKa3blBaTb/MCMOSHATL B 3dmpe Unm pasMellatb B VIHTepHeTe.

Wcnonb3oBaHue "nupaTtckoro” NporpaMMHOro oGecneyveHnst MoXeT NPUBECTU K MHOTUM puUckam: OT
noTepu AaHHbIX K TBOMM akkayHTaMm [0 GrOKMPOBKM TBOEro YCTPOMCTBA, rAe yCTaHOBIeHa HerneranbHas
nporpamma. He cTouT Takke 3abbiBaTb, YTO CYLIECTBYIOT reranbHble M GecnnaTHble Mporpammbl,
KOTOPbIE MOXXHO HalTK B CETW.

O noprtane
CeTeBMYOK.pdh - TBOW rMaBHLIN COBETHYMK B CETU. 34€Cb Thl MOXELUb y3HaTb 0 6€30MacHOCTM B CETU

NOHATHLIM N OOCTYMNHbLIM A3bIKOM, a NPU BO3SHUKHOBEHUN KpI/ITI/NeCKOI7I cuTyaummn 06paTVITbCF| 3a COBETOM.
A Takke NPUHATL y4acCTune B KOHKypCax U CTaTb CaMbIiM Ll,I/Id’)pOBbIM rpa)K,El,aHI/IHOM!
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